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Amendments to the Claims 

This listing or claims will replace all prior versions, and listings, of claims in the application; 
Listing of Claims : 

1 . (currently amended) A computer system for encrypting and decrypting a data element using a 
static key and a dynamic key, comprising: 

said data clement being statically encrypted with said static key; 

said data element being dynamically encrypted with said dynamic key; and 

said data element being decrypted with said dynamic key and said static key on a receiving 

computer system, wherein in response to a transmission failure o V said data element, decryption 

of said data element being recovered without retransmission of data . 

2. (original) The computer system of Claim 1, wherein encryption with said static key is strong 
encryption. 

3. (original) The computer system of Claim 1, wherein encryption with said dynamic key is weak 
encryption. 

4. (currently amended) The computer system of Claim 1 , wherein: 

said data clement is encrypted with said static key on a first computer system; 
said data element is encrypted with said dynamic key on a second computer system; 
said data e l e ment is decrypted with said static k e y and said dynamic k e y on a third comput e r 
system; - and 

thereby encryption and decryption are distributed between said first computer system, said 
second computer system, and said rcccrvmgthkd computer system, 

5. (Original) The computer system of Claim 4, wherein said second computer system is untrusted. 

6. (currently amended) The computer system of Claim 1 , wherein: 

said data element is encrypted with said static key on a first computer system; 
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said data element is encrypted with said dynamic key on said first computer system; 
said data e l e m e nt is d e crypt e d with aaid static key and said - dy namic k e y on a s e cond comput e r 
sy3tcm; and 

thereby encryption and decryption are distributed between said first computer system and said 
receiving s e oond computer system. 

7. (currently amended) A computer implemented method for encrypting a data element and 
decrypting said data element using a static key and a dynamic key, comprising: 
encrypting said data clement with said static key; 

encrypting said data element with said dynamic key; and 

transmitting said encrypted data element to a receivin^i computer system: 

decrypting said encrypted d ata element with said static key and said dynamic key on said 

receiving computer syste m ; and 

determining when transmission ol'said encrypted data element failed: and 

recovering said decrypting of said encrypted data clement without retransmission of data . 

8. (currently amended) The method of Claim 7 4 further oomprisin a wherein said encrypting said 
data clement with said static kev strongly encrvpt s encrvpting said data element with said static 
key. 

9. (currently amended) The method of Claim 7 a further compri s ifl ftwhercin said encrypting said 
data clement with said dynamic kev weakly encryp ts e nury ptin g said data element with said 
dynamic key. 

10. (currently amended) The method of Claim 7, further comprising: 

wherein said e ncrypting said data clement with said static key ispn a first computer system; 
transmitting said data element to a second computer system; 

wherein said encrypting said data element with said dynamic key is on said second computer 
system; 

transmitting oaid data clement to a third comput e r system; 
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d e crypting said data e l e m e nt with said static koy and oaid dynamic k e y on said third computer 
syst e m; a nd 

thereby distributing encryption and decryption between said first computer system, said second 
computer system, and said receiving third computer system. 



11. (currently amended) The method of Claim 7, further comprising: 

wherein said encrypting said data element with said static key is_on a first computer system; 
wherein said encrypting said data element with said dynamic key i^on said first computer 



syst e m; a nd 

thereby distributing encryption and decryption between said first computer system and said 
receivings eeeftd computer system. 

12. (currently amended) The method of Claim 10, further comprising: 

determining when transmission of said data element from said first computer system to said 

second computer system failed; and 
recovering said decrypting of r e pairing said data element without retransmission of said data. 

13. (canceled) 

14. (canceled) 

1 5. (currently amended) An article of manufacture comprising a program storage medium readable 
by a computer and embodying one or more instructions executable by the computer for causing a 
computer system to encrypt a data clement and decrypt said data clement using a static key and a 
dynamic key, comprising: 

encrypting said data clement with said static key; 

encrypting said data element with said dynamic key; and 

transmitting said encrypted data element to a receiving computer system: 



system; 
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decrypting said encrypted data element with said statie key and said dynamic key on said 
receiving computer system; 

determining when transmission of said encrypted data clement failed: and 

rec overing said decrypting of said encrypted data element without retransmission of data . 

16. (currently amended) The article of manufacture of Claim 15 furth e r uornprisin a wherein said 
encrypting said data element with said static key strongly enervpts e ncrvptin g said data element 
with said static key. 

17. (currently amended) The article of manufacture of Claim 1 5 furth e r comprirsin g wherein said 
encrypting said data el ement with said dynamic kev w eakly encrypts e ncrvpting said data element 
with said dynamic key. 

1 8. (currently amended) The article of manufacture of Claim 1 5, further comprising: 
wherein said_encrypting said data element with said static key ispn a first computer system; 
transmitting said data element to a second computer system; 

wherein said encrypting said data element with said dynamic key ispn said second computer 
system; 

tran s mitting said data element to a third computer r.yr i tom; 

de crypting said data e l e ment with said static k e y and -s aid dynamic k e y on said t h ird comput e r 




system; and 

thereby distributing encryption and decryption between said first computer system, said second 
computer system, and said receiving &ifd computer system. 

19. (currently amended) The article of manufacture of Claim 15, farth e r comprising: 

wherein said encrypting said data element with said static key ispn a first computer system; 
wherein said encrypting said data element with said dynamic key ispn said first computer 

system; 

transmitting said data clement to a second comput e r sy s t e m; 

de crypting r;aid data elem e nt with said static key and said dynamic k e y on said s e cond compu ter 




system; and 
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thereby distributing encryption and decryption between said first computer system and said 
receiy ingseefmd computer system . 

20. (currently amended) The article of manufacture of Claim 1 8, further comprising: 
determining when transmission of said data element from said first computer system to said 

second computer system failed; and 
recoyeriiig said decrypting ofrepamttg said data clement without retransmission of said data. 

21. (canceled) 

22. (canceled) 

23. (currently amended) A computer system for encrypting and decrypting a data element using a 
static key and a dynamic key, said data clement being partitioned into a plurality of chunks, 
comprising: 

said data element chunks being statically encrypted with said static key; 

said data element chunks being dynamically encrypted with said dynamic key; and 

said data element chunks being decrypted with said dynamic key and said static key on a 

receivinti computer system, wherein in response to a transmission failure of one of said data 

clement chunks, decryption of said data element chunks being recovered without retransmission 

of data . 

24. (original) Hie computer system of Claim 23 wherein encryption with said static key is strong 
encryption. 

25. (original) The computer system of Claim 23, wherein encryption with said dynamic key is weak 
encryption. 

26. (currently amended) The computer system of Claim 23, wherein: 

said data element chunks are encrypted with said static key on a first computer system; 

said data element chunks are encrypted with said dynamic key on a second computer system; 
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said data olornont chunks ar e d e crypted with s aid static k e y and said dynamic key on o third 
ee mpal e r »y ?i tem; and 

thereby encryption and decryption are distributed between said first computer system, said 
second computer system, and said receivingt hifd computer system. 

27. (original) The computer system of Claim 26, wherein said second computer system is 
untrustcd. 



28. (currently amended) The computer system of Claim 23, wherein: 

said data clement chunks are encrypted with said static key on a first computer system; 
said data element chunks are encrypted with said dynamic key on said first computer system; 
paid data clomont chunks arc d e crypted with said static k e y nnd sa i d dynamic k e y on a sec ond 
comput e r syst e m; and 

thereby encryption and decryption are distributed between said first computer system and said 
rcceiving s e cond computer system. 

29. (currently amended) A computer implemented method for encrypting a data element and 
decrypting said data clement using a static key and a dynamic key, said data element being 
partitioned into chunks, comprising: 

encrypting said data clement chunks with said static key to provide static encrypte d d ata clement 

chunks : 

encrypting said static encrypted data clement chunks with said dynamic key to provide dynamic- 
static data element chunks and dynamic encryption recovery information states : an4 
transmitting said dynamic-static data clement chunks and said dynamic encryption rec overy 
i nformation states to a receiving computer system: 

decrypting said dynamic-static data element chunks with said static key and said dynamic key on 
said receiving computer system: 

determining, on said receiving computer system, when transmission of one of said d ynamic- 
static data element chunks failed; and 
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recovering on said receiving computer system, said decrypting of said dynamic- static data 
clement chunks afte r said one of said dynamic-static data element chunks based on one of said 
dynamic encryption recovery information states . 

30. (currently ameuded) The method of Claim 29 furth e r compri fl in g wherein said encrypting said 
data element chunks with said static kev s trongly gncjygtge ncrypting said data element 
chunks with said static key. 

3 1 . (currently amended) The method of Claim 29 further comprisin g whercin said encry pting said 
static encrypted data element chunks with said dynamic key w eakly encryptse nefyptmg said 
data clement chunks with said dynamic key. 

32. (currently amended) The method of Claim 29, further comprising: 

wherein said encrypting said data element chunks with said static key is_on a first computer 
system; 

transmitting said static encrypted data element chunks to a second computer system; 
wherein said encrypting said static encrypted d ata clement chunks with said dynamic key ison 
said second computer system; 

transmitting said data element chunks to a third computer nyot u m; 

d e crypting said data e l e ment chunks widi said -s tatio k e y and s aid dynamic k e y on said th ird 
computer system; a nd 

thereby distributing encryption between said first computer systenuffldr said second computer 
syste m, and said third comput e r system . 

33. (currently amended) The method of Claim 29, furth e r com prismgr 

wherein said encrypting said data element chunks with said static key is_on a first computer 
system; 

wherein said encrypting said static encrypted data element chunks with said dynamic key is_on 
said first computer system* 

transmitting said dntaclom e nt chunks to s e cond comput e r syst e m; 

8 

PAGE ID/21 1 RCVD AT 8/29/2005 5:15:40 PM [Eastern Daylight Time] * SVR:USPTO-EFXRF-6/26 * ONIS:2738300 * CSID:ussvllgr-STL * DURATION (mm-ss):05-32 



2005-08-29 14:02 ussvlLgr-STL 1408-463-4393 » USPTO P 11/21 



Application No.: 09/872,077 
Amendment Dated 08/29/2005 
Reply to Office Action of 06/29/2005 

d e crypting said data -e l e m e nt chunks with fiaid static k e y and said dynamic k e y on said se cond 
computer syst e m; and 

th e reby d is tributing e ncryption between said first computer oyst e m and said s e cond computer 

J j kiivirTi 

34. (currently amended) The method of Claim 32, further comprising: 
transmitting said s tatic encrypted data element chunks with static encryp t ion recovery 

information: 

determining when transmission of said static encrypted data element chunks from said first 

computer system to said second computer system failed; and 
recoverin2 said decrypting of repatfwg at least one of said data element chunks without 

retransmission of said data based on said static encryption recovery information . 

35. (canceled) 

36. (canceled) 

37. (currently amended) An article of manufacture comprising a program storage medium 
readable by a computer and embodying one or more instructions executable by the computer 
for causing a computer system to encrypt a data element and decrypt said data clement using 
a static key and a dynamic key, said data element being partitioned into chunks, comprising: 

encrypting said data clement chunks with said static key; 
encrypting said data clement chunks with said dynamic key; and 
t ransmitting said data element chunks to a receiving computer system; 

decrypting said data clement chunks with said static key and said dynamic key on said receiving 
computer system; 

determining when transmission of said data element chunks from said second computer system 

to said receiving computer sy stem failed: and 
recovering said decrypting of said data element chunks without retransmission of said da ta. 
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38. (currently amended) The article of manufacture of Claim 37 fa rth e r comprising w hercin said 
encrypting said data element chunks said static kev weakly encrypts e ncrvptinft said data 
element chunks with said static key. 



39. (currently amended) The article of manufacture of Claim 37 further comprioin fi wherein said 
encrypting said data cl ement chunks with said dynamic k c^weakly encryr^e ncrypting said 
data element chunks with said dynamic key. 



40. (currently amended) The article of manufacture of Claim 37, further comprising: 
wherein said encrypting said data element chunks with said static key ison a first computer 



transmitting said data clement chunks to a second computer system; 
wherein said encrypting said data element chunks with said dynamic key ison said second 
computer system; 

tran s mitting said data elem e nt chunks to a third comput e r system - 
decrypting said data e l e ment chunks with said static key and said dynamic k e y on raid third 
comput e r sy s tem; and 

thereby distributing encryption between said first computer system and T said second computer 



4L (currently amended) The article of manufacture of Claim 37, farther comprising! 
wherein said encrypting said data element chunks with said static key is_on a first computer 



wherein said encrypting said data element chunks with said dynamic key ison said first 
computer systemt 

transmitting suid data e l e ment chunks to a s e cond computer system; 

d e crypting said data e l e ment chunks with said static k e y and said dynamic k e y on said se cond 
comput e r system; and 

thorohy distributing encryption botwoon, said first computer s yst e m and said s e cond comput e r 



system; 



system: 




system; 



system . 
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42. (currently amended) The article of manufacture of Claim 40, further comprising: 
determining when transmission of said data element chunks from said first computer system to 

said second computer system failed; and 
recovering said decrypting of r e pnir i n g said data element chunks without retransmission of said 
data. 

43. (canceled) 

44. (canceled) 
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